
Threat status
• Does the business provide you with access to current data analysis 

that describes the level of threat specific to hybrid working? 

• Do you have regular review meetings with senior leaders on how 
working styles are changing? 

• Is the business able to explain and identify the vulnerabilities these 
new working habits expose?

Threat response
• Does your organisation have a strategy for countering the most 

prevalent threats associated with hybrid working – including 
ransomware, email-based attacks and attacks against publicly 
exposed systems? 

• Has the business secured and updated older unpatched devices 
that are particularly vulnerable to attack?

• Does your organisation have a contingency for handling and 
mitigating the cost of data breaches and leaked credentials – 
estimated by IBM to cost $4.24 million per incident in 2021? 

Cybersecurity policy 
• Does the business have a thorough cybersecurity policy that covers 

all employees and specialist roles?

• Has the policy recently been updated to reflect the threats 
associated with hybrid working – including advice on using 
personal devices, connecting to AI-driven devices like smart 
speakers, and insecure networks? 

• Does the policy include a Zero Trust strategy, which ensures it will 
not automatically trust any device, system or user trying to access 
their resources?

Education and training
• Does the business have training and education programme  

in place to ensure that employees understand the security  
issues associated with hybrid working? 

• Is the training being rolled out to all employees –  
including managers, consultants/advisors and the board? 

• Does the training capture hearts and minds, set the wider  
business context, and highlight the benefits of good security 
practices – both to individuals and the business as whole? 

Technology 
• Does the business provide secure VPN access, so users can access 

the enterprise network securely from any device or location?

• Does the business use multi-factor authentication – providing a 
stronger means of verifying the identity of users beyond simple 
password protection?

• Has the business deployed endpoint monitoring – enabling it to 
analyse live and historical footprints left by hackers on systems? 

Board-level input
• As a board, are you proactive in developing your understanding of 

the business impact of hybrid working security issues? 

• Do you have a strategy for achieving the right balance between 
security and productivity – so that security doesn’t become a 
barrier to the benefits that many employees feel they are getting 
from hybrid work? 

• Are you leading by example, and using secure board portal 
technology to protect your communication with other board 
directors and the management team?

If you have answered a significant number  
of these questions negatively, it may well  
be time to consider re-evaluating your  
approach and putting the security of hybrid  
working higher up the board agenda.

Find out more in our Handbook on  
How to manage the impact of hybrid  
working on cybersecurity, or our infographic  
on 7 ways boards can guide organisations  
towards secure hybrid working.
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Hybrid working requires a new level of oversight from  
boards to help keep organisations safe and secure.

A CHECKLIST FOR BOARDS

Here’s a list of the questions you need to  
consider as a director to make sure: 

a) you understand the risks associated with hybrid working.

b) the business has the right measures in place.

c) the board is well positioned provide the  
guidance and support the business needs.
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